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fl(Stem): Which of the following will BEST tie information security to

business objectives?

E IR (Alternatives):
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Value analysis

Security metrics
Deliverables list

Process improvement model

OCOw>

A ERMITERETHD,
VAL e o
% [(Stem): The PRIMARY goal of a post-incident review is to:

BEREX (Aternatives):
A. identify ways to improve the response process.
B. gather evidence for subsequent legal action.
C. identify individuals who failed to take appropriate action.
D. make a determination as to the identity of the attacker.

F) BB ANDHRIGIFLU T DEAEHOVRFEY  XEEZERSEHRIITHEE.
EEIRETIHREIXERRIATERIEDLDTHS.

HRERREREZ R T BRRICE AT E Rl e

LUITIE, BBREEEER T ARRICE TR T NIENFRNERHESNTLDIDTY,
NoDFRMIE, CISMEHBRDT—ILICHDBDTIHGL LWAGLRHEBRTLERSN
FE A, DETHREBEIEROBEE BN U TILELTELNFRDTT,

pr

g%R5(Stem): An intrusion prevention system does which of the following?

BN (Alternatives):
A. Prevents any attacks that occur from affecting the target system
B. Stops all network traffic that is part of an attack before it can get to the
intended victim
C. Constantly modifies operating systems to make them a moving target

D. Launches attacks against attacking systems to bring them down or disable
them

EZ(Key): A

) IEFRELTIEHBEM R prevention | EFEESNTEY. NpreventINIEEETHAHC &
FENVCTWVEY, EEMNFEEICBHEICE>TLESIDO T, EELBLUEFRMB LUV
EIETHEICEIFE T TTEL, F=, FiIRME B TOlalll+o, E R C Dl constantly]
ELS AT ENMEHONTINDILT, BRITINONRETHDHZENH-T
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B2

&%RE(Stem): Which of the following is MOST important to writing good information
security policies?

BB (Alternatives):

Ensure that they are easy to read and understand

Ensure that they allow for flexible interpretation

Ensure that they describe technical vulnerability

Ensure that they change whenever operating systems are upgraded

oCcow>»

EZ(Key): A

E)BRYVIDSDDEENE L BYIRShTOET, COMETIE. KYREREEE
BERICEYERDENAIRETT , CNODMI DD HEEILZMDRERIZ, LLTFITH
C(BDELTEDHFELLS,

FLULEEE (New Stem): Which of the following is MOST important to writing good
information security polcies? Ensure the policies:

FLLERBL (Alternatives):New Alternatives:

are easyto read and understand.

allow for flexible interpretation.

describe technical vulnerability.

change whenever operating systems are upgraded.

oCcow>

KA XEZERSEDIIGRRFREFIFATEREGYFET,
A3

2% 51 (Stem): When building support for an information security program, which
of the following should be performed FIRST?

BN (Alternatives):
A. ldentification of existing vulnerabilities
B. Cost-benefit analysis
C. Business impact analysis
D. Formal risk assessment
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CORBRMEEFZ VT DEROHITHY . ERITEDNTLENET . FREX C
HEUD (T, HBAOKRICES>TFIELVWEELLGYEFET . TAEROH T &Y
D IREERELELGVRY, TRAICITRSIEFIFD, EWLSBNERVEETIE
HUFEE A, LDL. TRYID IREZAREILYT L, REELTEIHEBETLENE
ER

b4
§% M5 (Stem): Security awareness programs should be:

BEIRPX(Alternatives):

standardized throughout the organization.

customized depending on the target audiences.

avoided since key security vulnerabilities may be disclosed.
limited to IS personnel.

OO w2>

EZ(Key): A

Bl 4 13, TEOLGHBEEOLSVEODEHTT , MBOLCOHTIE, £F2U T
BETO5SAREBELSNLOLLTEBRHTONET B, —FTRTOT S L%
NRETAXTHEEREY RNMBBEBYET  AEHEBOEF 1) T4=—RKET
055 L& TEDBEDTT,

AN LX) TAERTATSLELTRLDMN, &M FEIEEFEH T LT,
AREHICEBMIBYNLLRBEEDRBEERT HERIZE, ETHDRRIZHE T
HE—DEENFETILDMNETERER T HENBETYT . ETORBRI
BVLWTEAINAEEICEENGZVLLOTHNIE., THELIYRIANGEERHEIZE
BRHRREMMT BEIILELLD HIZ I, O EHELEH TENIL BB
SEMEF L) TAIR—Dv—(E EQRDEX 1 TAERTATSLNERT
BDICEHRTHANDBRAREIZLZYET,

Bl 5:
&% f5(Stem): Record retention policies generally are driven by:

BEiRfE(Alternatives):
A. legal and regulatory requirements.
B. risk levels acceptable to the organization.
C. business goals and objectives.
D. audit and assurance requirements.
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X AT REDERZHMNO>TLNEINEINEZRAEITOEMAHERRREIZE-T
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CISM MEFFHEE L., X 1UTa VRIB IV DB TEREZXITTS IT EF
RICBEEST IRV E, CNLDARVEETTHDITHEMBETLEHBLI-EDTT . T
BDARYEE(L CISM SRERDEREDERELLLSED T, CISMBRAEBRD BRI, 72X
DERTITADITHELRMBER T -H. EFHICE DV =ZMEITS2ETT, CISM B
F55EEE. Appendix A [TEBEENTLVET , RZERT DEIZIE, OEDDHIHH S
WOV T rDOAESESIZTBEETNLELNT TS,

Al

2TOHBRBBEIXEEAEAII SN TNIEEYER A, FEHIX, CISMDEDFZRY
BIUVHMHIBR ICREEELTOSNERLET , KR TIE, 2-3HDIRIDESEH
FURRDHBDERBRDFENSLEHINFT T AT 2RV EABIEB DRIIZEESNE
I, RERRIE A T2 AL 3 B FRIZ1d. Appendix A DTCISM B #5581 1ZSBLTT LY,
TS50 THOHBETEDIEL T 85/=/£, #F(£/Classifications /&L THEEA 15
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Classifications /&L TEEF56AFET,
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